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ANNEXE
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GENERATIVE AI

Generative AI is a set of methods 

belonging to AI

It is based on « Next Token 

Prediction Systems »,

Trained on large corpus of data 

Natural language interaction



SO WHAT IS A DEEPFAKE?

Deep refers to deeplearning techniques

Deepfake means manipulating  or 

generating new image, media, text…

Two aspects:
Creation

Detection

Source https://arxiv.org/pdf/2208.10913



WHAT ARE THE IMPACTS IF MISUSED?

 Reputation

 Democracy

 Believe that is real and it is fake

 How to inform about real information 

 How to prevent from creating violent production



• «Selon une étude de la société NewsGuard, 
spécialisée sur la lutte contre les fake news, 20% 
des vidéos traitant de sujets d'actualité sur TikTok
contiendraient de fausses informations»

Hélène Krähenbühl journaliste rts
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https://www.newsguardtech.com/fr/misinformation-monitor/septembre-2022/

https://www.newsguardtech.com/fr/misinformation-monitor/septembre-2022/


ADDRESSING RISKS

Regulatory frameworks Advanced tools



3 YEARS AGO…
HTTPS://WWW.YOUTUBE.COM/WATCH?V=GLOI9HAX9DW



2024…OPENAI SORA
HTTPS://OPENAI.COM/INDEX/SORA/



A GENERATIVE AI PRODUCING A NEW CONTENT

FOR THE STIC: A HAIKU

Bits weave in Bern's breeze,

Code whspers through Alpinepeaks,

Informatique thrives.

Bing Chat Copilot



CREATE A FUNNY LIMERICK FOR 

THE SWISS INFORMATICS SOCIETY

In Bern, where the code wizards dwell,They
debugged their way out of a spell.
Their keyboards would clatter, As they brewed 
up code chatter,
And their laughter echoed through each byte 
cell.

Bing Chat Copilot



FUNNY DEEPFAKES

Bing Chat Copilot



HOW DEEPFAKES WORKS

 Autoencoders

 Generation Adversarial Network (GANs)

 Face Swapping

 Face Morphing

 Lip Sync

 ….



WIKIPEDIA DEFINITION OF GANS

 A generative adversarial network (GAN) is a class of machine learning
frameworks and a prominent framework for approaching generative AI.[1][2]

The concept was initially developed by Ian Goodfellow and his colleagues in 
June 2014.[3] In a GAN, two neural networks contest with each other in the 
form of a zero-sum game, where one agent's gain is another agent's loss. 

 Given a training set, this technique learns to generate new data with 
the same statistics as the training set. For example, a GAN trained on 
photographs can generate new photographs that look at least 
superficially authentic to human observers, having many realistic 
characteristics. Though originally proposed as a form of generative 
model for unsupervised learning, GANs have also proved useful for 
semi-supervised learning,[4] fully supervised learning,[5] and 
reinforcement learning.[6]

https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Generative_AI
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-1
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-2
https://en.wikipedia.org/wiki/Ian_Goodfellow
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-GANnips-3
https://en.wikipedia.org/wiki/Neural_network
https://en.wikipedia.org/wiki/Zero-sum_game
https://en.wikipedia.org/wiki/Generative_model
https://en.wikipedia.org/wiki/Generative_model
https://en.wikipedia.org/wiki/Unsupervised_learning
https://en.wikipedia.org/wiki/Semi-supervised_learning
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-ITT_GANs-4
https://en.wikipedia.org/wiki/Supervised_learning
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-5
https://en.wikipedia.org/wiki/Reinforcement_learning
https://en.wikipedia.org/wiki/Generative_adversarial_network#cite_note-6


Source: http://geometrylearning.com/DeepFaceDrawing/



DEEPFAKE DETECTIONS: TOOLS

Sentinel

Intel’s Real-Time Deepfake Detector

WeVerify

Microsoft Video authenticator tool

FakeCatcher

Synchro labial

ZeroGpt

AI Image Detector

…

https://www.unite.ai/best-deepfake-detector-tools-and-techniques/



SENTINEL

https://thesentinel.ai/



WEVERIFY

22

https://weverify.eu/about-us/overview/#1560343088338-24c0bae8-7ae8

intelligent human-in-the-loop content verification and disinformation analysis methods and tools.



ZEROGPT

ONLINE TOOL TO DETECT IF A 
TEXT WAS WRITTEN BY A HUMAN 

OR AN AI SUCH CHATGPT

TRAINED ON A HUGE CORPUS OF 
TEXT

SUPPORT SEVERAL LANGUAGES

https://www.zerogpt.com/



AI IMAGE DETECTOR

Artistic image detector Developped by Huggingface.com It is a proof of concept demonstration 

using vison model transformer

https://medium.com/@matthewmaybe/can-an-ai-learn-to-identify-ai-art-545d9d6af226

https://huggingface.co/spaces/umm-maybe/AI-image-detector



EXAMPLES AND INTERACTIVE SESSION

Let’s try together and use :

 ZeroGpt:  https://www.zerogpt.com/

 AI Image Detector: 

https://huggingface.co/spaces/umm-maybe/AI-
image-detector
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https://huggingface.co/spaces/umm-maybe/AI-image-detector
https://huggingface.co/spaces/umm-maybe/AI-image-detector


LET’S TRY TOGETHER AND USE

 ZeroGpt:  https://www.zerogpt.com/

 AI Image Detector: https://huggingface.co/spaces/umm-maybe/AI-
image-detector
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https://huggingface.co/spaces/umm-maybe/AI-image-detector
https://huggingface.co/spaces/umm-maybe/AI-image-detector




IMAGE FROM THE WEBSITE OF SI



PLANETSOLAR: REAL IMAGE



PLANETSOLAR FROM A REAL IMAGE BY COPILOT



PRODUCED USING COPILOT FROM A REAL IMAGE





ORIGINAL IMAGE
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GENERATED FROM A TEXT PROMPT



QUIZ

 https://sensity.ai/blog/deepfake-detection/deepfake-

forensic-reports-in-courts/



CONCLUSION

 Deepfake detection is a challenging issue technologically

 Requires strong collaboration between

 reserachers, 

 policy makers

 and tech compagnies

 Education and awarness for individuals and society is also important
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Bing Chat Copilot
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